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People today are increasingly relying on public computer networks to conduct busi-ness and take care of
household needs. However, public networks may be insecure because data stored in networked computers or
transmitted through networks can be stolen, modified, or fabricated by malicious users. Thus, it isimportant to
know what security measures are available and how to use them. Network security prac-tices are designed to
prevent these potential problems. Network security, originated from meeting the needs of providing data
confidentiality over public networks, has grown into a major academic discipline in both computer science and
computer engineering, and also an important sector in the information industry. The goal of network security is to
give people the liberty of enjoying computer networks without fear of compromising their rights and interests.
Network secu-rity accomplishes this goal by providing confidentiality, integrity, non-repudiation, and availability
of useful data that are transmitted in open networks or stored in networked computers.Network security will
remain an active research area for several reasons. First,security measures that are effective today may no longer be
effective tomorrow because of advancements and breakthroughs in computing theory, algorithms, and computer
technologies. Second, after the known security problems are solved, other security loopholes which were
previously unknown may at some point be discov-ered and exploited by attackers. Third, when new applications
are developed or new technologies are invented, new security problems may also be created with them. Thus,
network security is meant to be a long lasting scuffle between the offenders and the defenders.Research and
development in network security have mainly followed two lines. One line studies computer cryptography and uses
it to devise security protocols. The other line examines loopholes and side effects of existing network protocols,
soft-ware, and system configurations. It develops firewalls, anti-malicious-software soft-ware, intrusion detection
systems, and other countermeasures. Interweaving these two lines together provides the basic building blocks for
constructing deep layered defense systems against network security attacks.
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Computer Network Security Theory and Practice introduces to the reader a complete and concise view of network
security. It provides in-depth theoretical coverage of recent advancements and practical solutions to network
security threats. This book can be used for a one-semester network security course for graduate and upper-level

undergraduate students, as well as a reference for IT professionals.
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