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0000 OO0 Developmentand spread of horizontally structured networking and end to end transmission
technology such as store-forward communication and packet switching raise many new issues to the authentication
system.The issues can be summarized as follows:scalability of proof and immediacy of verification in digital
signature.Different domains and classifications were defined in the networks in the past but now the horizontal
management i.e.the management over the Grid authentication network has become the new trends. To meet the
new requirement it must be supported by new technology and theory. 7.1.2 Communication Key Since the
authentication network is a grid network with no center,and the modern communication is individualized and end
to end communication,on the open public network(such as Internet,telephone network),it is redundant to divide
the network or data into function domains(e.g.longitudinal multi-layered division,horizontal internal-external
network division),and to divide personnel and data into different classifications(except for private network).
Despite all that,in view of the actual situation of coexistence of private network and public network,it is acceptable
to remain function domain division of keys and registration classification of personnel. Communication key is a
main parameter variable that ensures commumcation between the communicating parties. The keys are divided
into symmetric keys and asymmetric keys. 1)Symmetric Key:A common key shared by both communicating
parties. 2)Asymmetric Key: The decryption key is owned by the designated party. 7.1.3 Classification of Keys In
generally,there is no need to define different classifications for the communication network and computer facilities
in public network.It is the same as above mentioned authentication network.But if the keys are used in file
management then files may be classified different levels to realize different encryption. The keys are classified by
roles and domain.Role is divided into 1)System administrator 2)Senior employees 3)Mid-level employees
4)General employees 5)Customers Domain is divided into 1)Global domain 2) District domain Different keys are
distributed to different classes and domain for enabling different access control.
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